
International Journal of Scientific & Engineering Research, Volume 5, Issue 4, April-2014                                                                                                      953 
ISSN 2229-5518   

IJSER © 2014 
http://www.ijser.org  

A Byte-Oriented Multi Keys Shift Rows Encryption and Decryption Cipher 
Processes in Modified AES 

Nada Hussein M. Ali,  Abdul Monem S. Rahma, Abdul Mohsen Jaber, Sufian Yousef 
                                       nada.husn@gmail.com 
 

Abstract— Implementing AES for security over data provides benefits of less memory consumption and less computation time 
as compared to other algorithms. The security of AES relies only on keeping the key secret, whereas the algorithm itself is fully 
public. The cipher process uses the Shift Rows transformation where the bytes in the last three rows of the state array are cycli-
cally shifted while the bytes in the first row are not shifted. The AES shift-row transformation is a byte oriented, while the pro-
posed algorithm is bit oriented .The present work is aimed to achieve higher complexity compared to original AES without in-
curring additional time for encryption and decryption processes. Such complexity was justified by applying the Modified Shift-
Row transformation. The proposed algorithm has been applied to the variable length sizes of audio files. A comparison between 
standard AES, and the modified AES Shift-Row transformation in time delay, has shown marginal change. In the standard AES, 
the Shift-Row transformation uses a single key for encryption and decryption process, while the modified AES uses five differ-
ent keys in each round for both operations. 
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——————————      —————————— 
1 Introduction                                                                     
Implementing AES for security over data provides benefits of 
less memory consumption and less computation time as com-
pared to other algorithms. The security of AES relies only on 
keeping the key secret, whereas the algorithm itself is fully 
public. The cipher process uses the Shift Rows transformation 
where the bytes in the last three rows of the state array are 
cyclically shifted while the bytes in the first row are not shift-
ed. The AES shift-row transformation is a byte oriented, while 
the proposed algorithm is bit oriented .The present work is 
aimed to achieve higher complexity compared to original AES 
without incurring additional time for encryption and decryp-
tion processes. Such complexity was justified by applying the 
Modified Shift-Row transformation. The proposed algorithm 
has been applied to the variable length sizes of audio files. A 
comparison between standard AES, and the modified AES 
Shift-Row transformation in time delay, has shown marginal 
change. In the standard AES, the Shift-Row transformation 
uses a single key for encryption and decryption process, while 
the modified AES uses five different keys in each round for 
both operations. 
 
2 The principle of the AES algorithm 
The AES accepts 128 bits of plaintext and master key blocks of 
size 128, 192 or 256 bits. Let us denote the AES with these dif-
ferent key sizes as AES-128, AES-192 and AES-256, respective-
ly. The 128-bit ciphertext block is produced after the plaintext 
block is processed by the round function a number of times. 
This number is 10, 12 and 14 for AES-128, AES-192 and AES-
256, respectively. The plaintext, ciphertext and intermediate 
state blocks can be depicted as two-dimensional rectangular 
array of bytes with dimension 4 × 4. The master key can also 
be represented in this form but the number of rows is fixed to 
four. The number of columns equals the key length divided 
by 32.(3) 
 
The cipher process uses the following functions: 
• Sub Bytes - a non-linear substitution function that  
  operates independently on each byte   

   of the State, using a substitution table (S-box) 
• Shift Rows - the bytes in the last three rows of the  
   state array are cyclically shifted. The  row number gives the   
   shift number and the first row is not shifted 
• Mix Columns - operates on the state column-by- 
  column, treating each column as a four-term polynomial 
• Add Round Key - a round key is added to the state    
   using a XOR operation. 
The Inverse cipher uses the same functions as the Cipher, but 
inverted. The order is : inverted shift rows, then inverted sub 
byte, inverted mixed columns, add round key. At the end of 
the state process an Output array (cipher text or PlainText) is 
obtained. 
 
3. ShiftRows Transformation 
ShiftRows is a transposition step where each row of the state 
is shifted cyclically a certain number of times . The purpose of 
this step is to provide diffusion of the bits over multiple 
rounds. The row 0 in the matrix is not shifted, row 1 is circu-
lar left shifted by one byte, row 2 is circular left shifted by two 
bytes, and row 3 is circular left shifted by three bytes  as 
shown in Figure(1). The importance of this step is to avoid the 
columns being linearly independent, in which case, AES de-
generates into four independent block ciphers.(4) 

 
 

 
 
 
 
 
 
       Input State Matrix                      Output State Matrix after           
                                                               shift   rows 

 
Figure (1) ShiftRow Transformation in AES Algorithm 
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S31 S32 S33 S34  S13 S14 S11 S12 

S41 S42 S43 S44  S14 S11 S12 S13 
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The inverse shift row transformation, called InvShiftRows, 
performs the circular shifts in the opposite direction for each 
of the last three rows, with a 1-byte circular right shift for the 
second row, and so on.(5) 
 
 
4.Multi Keys ShiftRows Transformation in AES 
The AES shift row transformation is a byte oriented while the 
proposed algorithm is bit oriented , five keys have been used 
to increase the complexity of the ShiftRows transformation in 
each round. The keys are generated randomly, If the number 
of rounds is 10 So the number of keys is 50.  
  The encryption and decryption processes are performed ei-
ther on rows or columns. The description details of each key 
used demonstrate in Figure(2) and  Table(1) , while Algo-
rithm(1) demonstrate the modified ShiftRow transformation 
steps.  
 
 
 
 
 
 
 

 
 

   Figure(2) One byte key example  
 
    Table(1) Details of one byte key 

Bits index Description 
0,1,2,3,4 Numbers of bits to be shifted 

cyclically (25) 
5,6 The index of either row or col-

umn to be shifted(22) 
7 =0 apply on column 

=1 apply on row 
 
 
 
 
 
 
2.2 Final Stage 
For papers accepted for publication, it is essential that the 
electronic version of the manuscript and artwork match the 
hardcopy exactly! The quality and accuracy of the content of 
the electronic material submitted is crucial since the content is 
not recreated, but rather converted into the final published 
version. 
 
 
 
 
 
 

 
 
 
5 Results and Discussion 
   The present work is aimed to achieve higher complexity  
 
compared to original AES keeping the required time for en-
cryption and decryption processes near the same. Such com-
plexity was justified by applying the Modified ShiftRow 
transformation . The proposed algorithm has been applied to 
the variable length sizes of audio files ,Table (2) gives compar-
ison between standard AES, the modified AES ShiftRow 
transformation in time ,while Table (3) gives a  summary for 
comparison between standard AES, the modified AES 
ShiftRow transformation for different factors. 
 
Table (2)  Comparison between Standard AES and modified 
AES in time 
 SIZE 

ON 
DISK 

Standard   
AES-ENC 

Modi-
fied    
AES-
ENC 

Standard  
AES-DEC 

Modi-
fied    
AES-
DEC 

FILE
1 

108 KB 0.197 SEC 0.325 
SEC 

0.434 0.561 

FILE
2 

23.4 MB 0.318 SEC 0.528 
SEC 

0.728 0.908 

 
 
Table (3) Comparison between the standard AES and the 
modified ShiftRow AES algorithms  

 Standard AES Modified AES 

Block length 16 bytes Same 

2- Numbers of 
rounds 

10//12//14 Same 

3-Key length 16//24//32 Same 

4-Single round 
details 

AddRoundKey, Sub-
Byte,MixColum, 
ShiftRow 

Same Functions + 
using5 keys se-
lected randomly 
within ShiftRow 
in each round  

5-Complexity  
ShiftRow 

One key /one round 5 keys/one 
round 

6-Complexity  
ShiftRow 

16! 16! * 5! 

 
 
 
 

 
 
 

 

7      6      5      4      3    2      1      0 
0 0 0 1 1 0 0 1 
 
 
 
Key= 0X19 :In hexadecimal 

Algorithm (1) Modified ShiftRow transformation 
 
Input :plaintext Block message {State[Row][Column],Row, Colum=   

          1,2,3,4} 
,Shift_Key[Round][5]={..,..,..,…..},Round=1,2,…..,depend on key 
length. 

Output: ciphertext Block message {State[Row][Column],Row,      
             Colum=1,2,3,4}   
 
  For every Block message  to be ciphered in AES algorithm do 
Step1: Repeat for each State[Row]{Column} using   
            Shift_Key[Round][j],  j=1,2,…..,5} 
Step2: for each key (one byte=8 bits {0,1,….,7} ) find the following: 
             RC: only one bit which indicate choosing either ROW or  
             COLUMN 
             Index_RC: the index of either the row or column to be  
             shifed(two bits)   
             Shift_No: number of bits to be shifted (five bits) 
Step3: Encrypt the State matrix each round five times depend on 
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6 Conclusions  
Based on the results, the following conclusions can be drawn: 
The Functions ShiftRow has been modified in original AES to 
achieve higher complexity keeping the required time for en-
cryption and decryption processes near the same. 
In standard AES the ShiftRow transformation use a single key 
for encryption and decryption process, while the modified 
AES using five different keys in each round for both opera-
tions . 
The keys set length  used in encryption and decryption pro-
cess is randomly selected by the user and by five keys at each 
round, so the number of key set depends on the length of the 
key used in AddRound function, ex. If the AES algorithm has 
10 (for a 128-bit key), 12 (for a 192-bit key), or 14 rounds (for a 
256-bit key) then the keys set are50,60 and 70  respectively 
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